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Menlo: Enterprise AI spend up fivefold as 
CrowdStrike adds kill switch

Executive Summary

A new industry survey reveals that businesses are sharply increasing their spending on AI 
agents as these systems take on more tasks. At the same time, companies are introducing new 
safety measures and governance tools to keep autonomous workflows under control.

Menlo Ventures finds fivefold leap in enterprise AI spend
Menlo Ventures, a venture-capital firm, released its 2026 State of Enterprise AI report on 3 November 
(markets.businessinsider.com [1]). The survey found that enterprise AI spending has reached 
**$176.8 /billion** this year - a more than fivefold increase from last year (markets.businessinsider.com 
[2]). Notably, the share of companies paying for AI rose only modestly (from **55%** to **65%**), 
suggesting the spending surge is driven by existing adopters scaling up their use of **autonomous AI 
agents** rather than a wave of new entrants (markets.businessinsider.com [3]). This aligns with 
KPMG’s Q3 2026 study, which likewise reported **62%** of organisations are now building or 
deploying AI agents (up from 53% in the previous quarter) (kpmg.com [4]).

Menlo’s data also show that companies are **finding more ways to put AI to work** as they deploy 
agents (markets.businessinsider.com [5]). Many firms ultimately spent about **2.5 times** their 
planned AI budgets as these projects expanded to more tasks than initially expected 
(markets.businessinsider.com [6]). Menlo’s analysts observed that "when AI can do the work itself, 
enterprise spending is no longer constrained by the number of employees using 
it" (markets.businessinsider.com [7]). In other words, once agents are performing useful work 
autonomously, the main limit on **AI investment** becomes how much work those agents can get 
done - rather than how many staff are using the software.
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CrowdStrike unveils kill switch for rogue AI agents
Cybersecurity firm **CrowdStrike** unveiled an "**AI Kill Switch**" on 3 November at its Fal.Con 2026 
conference (www.crowdstrike.com [1]). Built into the company’s Falcon Guardian platform, this feature 
allows an administrator to immediately shut down a misbehaving AI agent’s processes and block it 
from relaunching or accessing networks (www.crowdstrike.com [2]). The Kill Switch serves as an 
emergency brake for autonomous software - it still requires human judgment to activate, but it can 
terminate a rogue agent "at its root" and prevent it from causing further damage before teams have 
time to respond (www.crowdstrike.com [3]).

In explaining the move, CrowdStrike pointed to recent **incidents involving errant AI agents** that 
have heightened demand for fail-safe mechanisms (www.cnbc.com [4]). The July breach of AI 
platform **Hugging Face** - caused by rogue OpenAI agents - and last week’s record-breaking 
**Binance** cyberattack both underscored how much damage autonomous systems can do when 
they go off-script (www.cnbc.com [5]). Government pressure is also increasing: over the summer, U.S. 
lawmakers proposed requiring AI providers to build in “**shutdown**” capabilities for safety 
(www.cnbc.com [6]).

The Kill Switch is part of a broader push by CrowdStrike to strengthen control over AI-driven 
workflows. Alongside it, the firm introduced an **Agent Insider Threat Detection** system to flag 
unusual agent behaviour and an **adversary emulation** tool to simulate how a malicious 
autonomous agent might chain together attacks (www.crowdstrike.com [7]). This layered security 
approach reflects the view that enterprises will "only deploy agents at scale if they are sure they can 
stay in control of them," as CrowdStrike’s CEO put it (www.crowdstrike.com [8]). In practice, greater 
transparency and robust safeguards are seen as prerequisites for deploying more AI agents into 
sensitive business processes.
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Snowflake builds context and control into enterprise agents
At its **Expedition 2026** event on 3 November, cloud-data company **Snowflake** announced new 
tools to embed governance and context directly into enterprise AI agents (www.snowflake.com [1]). 
The company introduced a **Business Ontology** system that provides a shared set of pre-approved 
business definitions to any AI agent using corporate data - ensuring that autonomous assistants 
deliver consistent, traceable answers grounded in the right context (www.snowflake.com [2]). It also 
expanded its **Cortex AI Gateway** - a unified control plane for AI interactions - to help teams 
securely manage which tools agents can use, monitor their activity, and keep **AI usage and costs** 
within set limits (www.snowflake.com [3]).
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Snowflake emphasised that these capabilities will help enterprises avoid common pitfalls as they 
scale up autonomous workflows. According to industry research, a **lack of relevant context** is the 
top reason AI agents produce low-quality insights (cited by **55%** of executives), with fragmented or 
inaccessible data a close second (45%) (www.snowflake.com [4]). By building in consistent context 
and logging every agent action for audit, Snowflake aims to eliminate the usual trade-off between 
“**scaling AI quickly**” and “**losing control**” (www.snowflake.com [5]). Early adopters of the new 
platform features - including tech firms like **Glean** and **Kargo** - are already using the AI 
Gateway to govern all of their AI agents, while companies such as **dentsu** and **Merkle** use the 
Business Ontology to ensure each agent’s outputs align with approved terminology and policies 
(www.snowflake.com [6]).
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Honeycomb launches AI SRE agents to catch issues early
San Francisco-based startup **Honeycomb.io** has developed its own domain-specific AI agents to 
assist with site reliability engineering (SRE) work. On 3 November, the company launched 
**Personal** and **Team** SRE Agents in an early-access programme (www.honeycomb.io [1]) 
(www.honeycomb.io [2]). These specialised agents comb through high-volume telemetry data to 
watch software deployments, catch performance regressions before customers notice, and even 
suggest fixes or file tickets to address reliability issues engineers might otherwise postpone 
(www.honeycomb.io [3]).

The **Personal Agent** acts as a private digital assistant for engineers - it analyses system traces 
and offers recommendations but executes changes only when a human approves its suggestion 
(www.honeycomb.io [4]). **Team Agents**, by contrast, work in the background on pre-defined goals 
(such as monitoring a new release) and on a schedule or trigger, pursuing SRE tasks like improving 
instrumentation, investigating anomalies and updating documentation - always within the bounds of 
the permissions the team has set (www.honeycomb.io [5]). As Honeycomb puts it, "autonomy grows 
as the agent earns it, and the team decides what it can do on its own" (www.honeycomb.io [6]). By 
limiting each agent’s authority and requiring them to show their work (every finding is linked to the 
original data query or trace), Honeycomb aims to help organisations realise the benefits of AI-driven 
automation in operations while keeping engineers firmly in control.
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Key Statistics

•  62% - share of organisations building or deploying AI agents (KPMG, Q3 2026)

•  55% - share of AI adopters citing productivity gains as a benefit (KPMG, Q3 2026)

•  $176.8 billion - enterprise AI spending in 2026 (Menlo Ventures estimate)

•  74% - surveyed CFOs who say halting an AI cost overrun takes days or weeks (Deloitte, 
Q3 2026)

•  80% - share of AI model tokens generated by AI agents on OpenRouter (Menlo Ventures data)

KEY TAKEAWAY

Make sure your organisation has a full inventory of AI agents in use, each with a named 
owner and clear limits on its permissions and budget. Establish an ‘AI kill switch’ process to 
immediately halt any agent that misbehaves.
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