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From principles to penalties: Al governance gets
real for enterprises

Executive Summary

In the last 48 hours, global regulators and courts have dramatically intensified their oversight of
Al, hitting companies with new fines, audits, and legal scrutiny. Europe has launched its first
enforcement actions under the EU Al Act - issuing a multi-million euro fine for a biased lending
algorithm (aiconference.london [1]) and commencing on-site audits of high-risk Al systems in
hiring, banking, and healthcare. Meanwhile, U.S. states are pushing forward with Al
accountability laws as federal efforts stall; China has imposed its first penalties under recently
enacted generative Al rules (af.net [2]); and India is proposing to strip safe-harbor protections for
harmful Al outputs. With investors and shareholders pressuring corporate boards for stronger Al
oversight (www.governance-intelligence.com [3]), these rapid developments underscore that
robust Al governance is now a top priority for the C-suite.
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Europe: first Al Act fines and audits

European regulators have moved from years of planning to action under the new EU Al Act. As of
August 2026, the European Union officially entered the enforcement phase of its landmark Al
regulation, targeting “high-risk” Al applications such as advanced algorithms in lending, hiring, and
biometrics (af.net [1]). This shift from voluntary guidelines to mandatory compliance has signalled that
Al governance in Europe is no longer just a theoretical exercise - it's an operational reality backed by
significant penalties (aiconference.london [2]).

In a first-of-its-kind case, an EU financial institution was hit with multi-million euro fines under the Al
Act after its automated loan approval system was found to exhibit discriminatory bias
(aiconference.london [3]). The unnamed major bank’s algorithm was unintentionally denying loans to
qualified applicants from certain demographic groups - a violation of the Act’s provisions against bias
in high-risk Al systems. The enforcement action, taken by EU authorities in coordination with a
national regulator, marks the first real test of the Al Act’'s power. It sends a clear warning to all
enterprises operating in Europe that biased Al outcomes can lead to substantial financial and
reputational damage.
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Now EU regulators are proceeding with proactive oversight. Beginning this month, the new European
Al Office and national agencies have launched on-site compliance audits of companies deploying
“high-risk” Al systems. Initial inspections are zeroing in on three key sectors - human resources
(automated hiring tools), banking (credit scoring algorithms), and healthcare (Al diagnostic or triage
systems). Regulators are demanding that businesses produce the required technical documentation
(as mandated by Article 11 of the Al Act) for these systems, including detailed information on data
training provenance, bias testing results, human oversight mechanisms, and risk controls. Under the
Al Act’s penalty framework, serious violations (such as using banned Al practices or failing to comply
with high-risk requirements) can trigger fines of up to €35 /million or 7% of global annual turnover - a
higher ceiling than even GDPR. European companies and any firms selling Al systems in the EU
must urgently review their Al inventory, assess compliance gaps, and implement robust governance
measures. The grace period for many requirements is over; the era of enforcement has begun.
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United States: state action amid federal lull

In the United States, the regulatory landscape for Al remains fragmented. No comprehensive federal
Al law has been passed yet - the much-discussed “Great American Al Act” is still only a draft and has
not moved forward in Congress (www.questa-ai.com [1]). Although the White House issued an
executive order in June 2026 aimed at coordinating Al cybersecurity and safety efforts, it primarily
directs federal agencies and does not preempt state-level regulations (www.questa-ai.com [2]). As a
result, state governments and regulators have been stepping in, creating a complex patchwork of Al
rules that enterprises must navigate.

California is at the forefront of this state-driven approach. In the past 48 hours, California’s legislature
gave final approval to Senate Bill 1047, known as the Safe and Secure Innovation for Frontier Al
Models Act, a landmark bill targeting the governance of “frontier” Al systems. If Governor Gavin
Newsom signs the bill by its September 30 deadline, California would become the first state to impose
explicit safety-validation and oversight requirements on developers of the most advanced Al models.
SB 1047 mandates that makers of large-scale Al systems (those above a certain computational
threshold) conduct rigorous third-party risk audits and security tests before deployment, report any “Al
safety incidents” to a new state oversight body, and provide disclosures about their models’
capabilities and limitations. This follows earlier California laws (SB 53 and AB 2013) already in effect,
which require transparency in generative Al outputs and disclosure of training data provenance for Al
models (www.questa-ai.com [3]).

Beyond California, other states have introduced or updated their own Al governance measures.
Colorado, for instance, recently issued detailed audit and compliance rules to enforce its Al
accountability law (SB 24-205, updated by SB 26-189) focused on automated decision systems in the
public sector. Laws in states like Texas, Illinois, and New York are also coming into effect, each with
differing definitions and requirements for Al in areas such as hiring or consumer protection
(www.questa-ai.com [4]) (www.questa-ai.com [5]). This divergence means companies operating
across multiple U.S. jurisdictions face a challenging compliance environment. Businesses must
closely track and adapt to state-specific Al regulations - updating their Al systems and compliance
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programmes accordingly - even as they await eventual federal standards.
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Asia: china’s crackdown and india’s New Bill

In Asia, major economies are accelerating their own Al governance initiatives, with immediate impacts
on companies operating there. In recent days, China’s Cyberspace Administration (CAC) enforced its
new regulations on generative and “companion” Al services by issuing the first fines to several
Chinese tech firms for non-compliance (af.net [1]). The fines (the exact amounts have not been
disclosed) were levied against companies that failed to implement required content controls - rules
that demand Al-generated text, images, and audio be properly watermarked and labelled, along with
limits on discriminatory or misleading outputs. These enforcement actions underscore China’s
determination to strictly police Al applications in line with government policies on information control
and security (af.net [2]).

Chinese authorities are coupling financial penalties with stepped-up oversight. This month, the CAC’s
provincial offices in major tech hubs (Beijing, Shanghai, Shenzhen) have begun auditing Al platforms
for compliance with the country’s new Al measures. These audits focus on ensuring that generative Al
models and chatbots abide by mandated safeguards: for example, all Al-generated content must carry
both visible and hidden watermarks to flag it as machine-made; “companion” Al chatbots that simulate
human conversation are being reviewed for compliance with limits on interactions with minors and
prohibitions against impersonating professionals like doctors or financial advisers. Companies
deploying Al in China must be prepared for regular algorithm inspections, security assessments, and
swift enforcement actions if their systems produce content that violates censorship rules or fails safety
requirements.

Meanwhile, India is on the verge of a significant legislative leap in Al regulation. The government has
drafted a revised Digital India Act (DIA) that introduces a strict liability regime for Al outputs. Under
this proposal, providers of generative Al services would no longer enjoy broad “intermediary”
immunity if their Al systems produce content that causes tangible harm or financial loss, or if they
generate deceptive deepfakes of public figures. Removing these safe-harbor protections means Al
companies could be held directly accountable for damages caused by their technologies. The draft
DIA is scheduled to be taken up in parliament later this month, indicating that India is serious about
placing firm legal responsibilities on Al developers and platforms. Multinational enterprises offering Al-
driven products in India will need to assess how these liability provisions might expose them to new
legal risks and adjust their risk mitigation and content monitoring practices accordingly.
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Legal liability and Al: New precedents

Over the past two days, developments in courtrooms have further clarified the risks of Al-related
liability. In the United States, one of the largest Al intellectual property lawsuits to date has reached a
dramatic conclusion. A federal judge granted final approval to a $1.5 /billion settlement in the class-
action case of **Bartz v. Anthropic**, which addressed the unlicensed use of copyrighted books to
train Al models. The settlement requires Anthropic - an Al developer - to compensate authors of
approximately 482,000 books that were scraped as training data, amounting to about $3,100 per
work. While hefty, this payout represents only around 2% of the potential damages had the case gone
to trial, illustrating how expensive Al training data disputes can become even when settled.

In a parallel development in Europe, the Munich District Court in *GEMA v. Suno** issued a landmark
ruling on July 31, 2026, concerning Al and copyright. The court held that Suno, a U.S.-based Al music
generator company, infringed copyright by training its algorithm on GEMA-licensed songs without
obtaining permission (www.licentium.io [1]). Notably, the German court applied U.S. copyright law to
the acts of training that took place in the United States - and still rejected Suno’s defence that Al data
scraping constituted fair use. This is the first European judgment to hold an Al company liable for
unlicensed training data, and it granted GEMA injunctive relief and the right to seek damages. The
case sets a strong precedent that companies deploying Al in Europe may face cross-jurisdictional
liability if their training data or outputs violate intellectual property rights.

Taken together, these legal outcomes make clear that the courts are increasingly willing to hold Al
developers and users responsible for how Al is trained and what it produces. Organisations must
anticipate that Al-related IP infringement, data privacy breaches, or safety failures can lead to class-
action lawsuits, regulatory investigations, and massive settlements. Proactively auditing training data
for licensing issues, instituting robust data governance, and monitoring Al outputs for compliance can
no longer be an afterthought - they are essential risk management practices in this new legal
environment.
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Boardroom pressure and investor expectations

It is no longer just regulators driving Al governance - corporate boards and investors are raising the
stakes as well. Leading proxy advisory firms like Glass Lewis have declared that Al governance and
transparency will be a top priority for the 2026 proxy season, reflecting mounting shareholder
pressure for effective board oversight of Al risks (www.governance-intelligence.com [1]). Institutional
investors are increasingly expecting companies to strengthen their Al governance frameworks, ensure
directors have the necessary expertise, and disclose how they manage Al-related risks and ethics. In
the UK, where a new Al Regulation Act was passed in July, a government report recently found that
60% of large companies are not yet compliant with mandated Al documentation and risk assessment
practices (aiconference.london [2]). This significant compliance gap is likely to draw board-level
attention, as directors face potential regulatory scrutiny and even shareholder lawsuits if they fail to
manage Al risks adequately (aiconference.london [3]).

As a result, many boards are starting to elevate Al oversight in their governance structures. Some
companies have appointed Chief Al Officers or established dedicated Al ethics committees reporting
to the board. Directors are also seeking expert briefings and third-party audits to quantify Al-related
vulnerabilities, similar to cybersecurity risk assessments (aiconference.london [4]). The emerging


https://www.licentium.io/post/munich-district-court-ai-music-training-copyright-gema-v-suno-31-july-2026#:~:text=On%2031%20July%202026%2C%20the,and%20a%20right%20to%20claim
https://www.licentium.io/post/munich-district-court-ai-music-training-copyright-gema-v-suno-31-july-2026#:~:text=On%2031%20July%202026%2C%20the,and%20a%20right%20to%20claim
https://www.licentium.io/post/munich-district-court-ai-music-training-copyright-gema-v-suno-31-july-2026#:~:text=On%2031%20July%202026%2C%20the,and%20a%20right%20to%20claim

market for Al risk insurance and measurement tools is a testament to this trend (aiconference.london
[5]). For senior executives, the message is clear: aligning Al innovation with robust oversight isn't just
about regulatory compliance - it's now critical to maintaining investor confidence and protecting the
organisation’s long-term value.
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Key Statistics

« IBM reports 1 in 4 malicious data breaches in 2026 were Al-driven - a 56% rise over last year -
with an average cost of $6 /million (vs $5 /million global average) ([newsroom.ibm.com](https://
newsroom.ibm.com/2026-07-29-ibm-study-one-in-four-malicious-breaches-are-ai-enabled,-costing-
companies-6-million-on-average#:~:text=1BM%20Study%3A%200ne%20in%20Four,an%?20average
%2001%20%246%20million)).

¢ Roughly 60% of large UK enterprises are not yet compliant with new Al governance
requirements, according to a government report released in September 2026 ([aiconference.london]
(https://aiconference.london/news/ai-governance-and-risk-what-boards-must-know-in-2026-septemb
er-2026-20260901-12#:~:text=Technology%20released%20this%20month%20found,Geopolitical%?2
ORisk%200n%20the%20Board)).

KEY TAKEAWAY

Global regulators are moving from principles to penalties on Al. The latest actions signal
that boards and C-suites must urgently treat Al risk as a top governance priority - or face
severe legal, financial and reputational consequences.
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